
September 10, 2024

Dear City Attorney Klein,

We, the undersigned information security professionals, write to express our concern regarding
the civil suit against Connor Goodwolf (aka David Ross). This lawsuit, which seeks to penalize
Mr. Goodwolf for allegedly disseminating data stolen by the Rhysida ransomware group, is
misguided and counterproductive. It aims to suppress critical information that citizens need to
protect themselves from ongoing risks resulting from the ransomware attack on the City of
Columbus.

The City of Columbus was mistaken in its assessment of the availability of the stolen data and
the impact of this ransomware attack on its citizens. Without this disclosure by Mr. Goodwolf,
affected citizens remained under the misguided belief that their personal information remained
safe and that no additional steps were necessary to protect themselves.

The actual criminals in this case are a ransomware gang who call themselves Rhysida.
Rhysida’s website is hosted on the Tor network, an anonymity-supporting platform that was
developed and published with support from the U.S. Government, and which is used by
Facebook and other social media platforms to provide censorship-free access to information.
Ransomware criminal actors use the Tor network to enhance their anonymity and make it harder
for law enforcement to take the website down, not to make it hard for news media and
individuals to access it.

It is the professional opinion of the undersigned that accessing the information stolen and
published by Rhysida does not require computer expertise or special skills. Individuals access
the Tor network using the free Tor Browser, which is neither criminal nor secret software. The
fact that data published by ransomware criminals is easy and free to access has been
demonstrated countless times by people of all ages and skill levels, including children. Mr.
Goodwolf engaged in good faith security research activity. Good faith security research was
specifically defined and excluded from prosecution under the Computer Fraud and Abuse Act
(18 U.S. Code § 1030) through guidelines published by the DOJ on May 19th, 2022.

The availability of stolen data on easily accessible platforms means the risk to Columbus
citizens persists. By dropping Mr. Goodwolf's prosecution, the City of Columbus has an
opportunity to refocus its efforts on mitigating these risks, informing citizens about the true
nature of the breach, and taking proactive steps to enhance the city's information security
posture. Punishing Mr. Goodwolf for actions that aim to inform and protect the public only serves
to obscure the real issue and misdirect resources away from addressing the threat posed by
Rhysida.

We urge you to reconsider this lawsuit and to prioritize transparency and public safety over
punitive measures against those who act in good faith. Protecting the public should be the
primary concern, and this can be achieved by acknowledging the scope of the data breach and
taking concrete steps to help citizens safeguard their personal information.

Signed,

https://www.nrl.navy.mil/itd/chacs/
https://www.torproject.org/about/supporters/
https://www.justice.gov/opa/pr/department-justice-announces-new-policy-charging-cases-under-computer-fraud-and-abuse-act


Jeff Nathan Director of Detection Engineering / Threat Research, Netography

Randy Pargman Director of Threat Detection

Brian Caswell The Shmoo Group

Toby Kohlenberg The Shmoo Group

Skip Cruse Security Researcher

Robert Wagner vCISO, Independent
Tamas K Lengyel Intel
Dragos Ruiu CEO: Dragostech.com / secwest.net, CanSecWest

Tom Cross Independent Security Consultant

Chris Wysopal Veracode Co-founder

Dan Tentler Founder, Phobos Group
Aj Reznor Information Security Research Engineer

Alan Neilan Threat Analyst, WMC Global / independent security researcher

Nick Bowling Software Security Engineer, Tac 9 Security

Dr. Felix Leder information Security Researcher

Luke Bentley Senior Information Security Manager, Honeycomb.io

David Fetterman Threat Intelligence Analyst

Brandon Ledyard Security Analyst, Incident Response @ Uptycs

Katie Moussouris Founder & CEO, Luta Security; Co-author & co-editor of the International

Standards for Vulnerability Disclosure & Handling Processes

Dan Urson Threat Intelligence Lead, Vultr.com

Matteo Malvica Security Researcher, OffSec

David Kennedy Founder, CEO of TrustedSec and Binary Defense

C. Thomas (Space Rogue) Global Lead of Policy and Special Initiatives, IBM X-Force

CW Walker Cofounder, Valar Security
Almus Security Researcher, Independent

Joseph Inserra Sr. Product Manager, Akamai Technologies

Bill Weiss Principal Security Engineer

Seric Head of Information Security & Assurance, [Redacted] Aerospace

Nathaniel Gies Internal Control Analyst, US Army

Ben Mason Security Researcher

Aurora Johnson Security Researcher, SpyCloud Labs

Pim Trouerbach Staff Reverse Engineer

Richard Johnson Founder, Fuzzing IOSna

Trevor Hilligoss Vice President of SpyCloud Labs

Jess Rutherford Threat Intelligence Analyst



Joseph Roosen Coordinator, Cryptolaemus/Security Research Manager, SpyCloud Labs

Ryan Keeran Security Researcher

Martin Roesch CEO, Netography

Matt Brock Software Engineer, Teleport

Trey Ford Cybersecurity Executive

Jonathan Cran Independent Security Researcher

Robert Hansen Managing Director, Grossman Ventures

HD Moore CEO, runZero

Lior Kolnik Sr Principal Security Researcher

Stephan Simon Security Researcher, Cryptolaemus

Adam P. Uccello President and CTO, Metastable Labs LLC

Zach Lanier Security Researcher/Manager

Dr. Anton Chuvakin Security Advisor, Office of the CISO, Google Cloud

Adam Shostack Founder, Shostack + Associates

Beau Woods Volunteer, I Am The Cavalry and Founder/CEO, Stratigos Security

Xavier Stevens Staff Security Researcher, Fastly

Casey John Ellis Founder and Chief Strategy Officer, Bugcrowd and Co-founder, The

disclose.io Project

Radek Urban IT and Compliance manager, Syserco

Jeffrey Alan Vickers Supervisor - information security. Niterra North America, Inc

Tod Beardsley Director, Huge Success, LLC

Francisco Luis de Andres Perez Cybersecurity researcher and Global CISO

Helen Patton Cybersecurity Advisor, Cisco. Formerly Chief Information Security Officer at The

Ohio State University

James Beatty IT Manager, SecOps - Eyecare Partners, LLC

Stephan Chenette Founder and Chief Technology Officer, AttackIQ

Connie Lin Security Lead

Iván Arce Chief Research Officer Quarkslab

Laurie Tyzenhaus CERT/CC Global Coordinated Vulnerability Disclosure Center

Owen Connolly Independent Security Researcher

Karen Scarfone Cyber Policy and Framework Creator

Tyler Robinson Offensive Cyber Security, Nvidia

Edward Griffiths Director, I.T. Security Operations

Craig Brozefsky Security Analyst

Amie Stepanovich Privacy & Cybersecurity Policy Analyst

Christopher Smith Senior Security Research & Detection Engineer, CISSP



Rob Wood Co-Founder, Tetrel Security

James Shank Director of Product - Data and Analytics at Spycloud, Chairperson at Internet Fire

Brigade Society, Cofounder and CEO at Acutis Ventures, LLC

Alex Rice Founder & CTO, HackerOne

Edward Miles Security Researcher

Einar Oftedal Head of Crosspoint Labs

David Brooks Cloud Security Architect, technology vendor

Dug Song Co-founder & former CEO, Duo Security

Abhinav Saxena Graduate student, University of Calgary

Sam Mayers Security Researcher & Founder of clearsear.ch

Zac Wesley-Brown CTO @ Aotea Energy, Lead Consultant @ ZWB Consulting

Jackie Singh Security Consultant and former Biden 2020 campaign staffer

Edna Jonsson Cybersecurity Engineer

Niels Provos Security Professional

Vladyslav Babkin Security Researcher

Carlota Sage CEO, Pocket CISO

Peter Clay Chief Information Security Officer @ Aireon

Peter J. Marzalik Principal Intelligence Solutions Advisor, Intel 471

Boris Lukashev Principal Architect, Semper Victus

Thomas Marsland Board Chair / Executive Director of VetSec, VP of Technology at Cloud

Range

Greg Kutzbach Exhibit A Cyber, Digital Forensics Expert

Justin Leibach DevSecOps Engineer

Carson Owlett Chief Executive Officer, Black Mirage

Dave Tuckman Information Security Consultant, FRSecure

Tyler Velasquez Security Researcher
David Dittrich Security Researcher, consultant. L Dimension LLC

Pat Litke Lead Security Engineer, AppOmni

Kent Backman Threat Hunter

Darren Spruell Cybersecurity Threat Researcher, OPSWAT

Benjamin Andow, Ph.D Security Researcher

Jim Walter Sr. Threat Researcher, SentinelOne
Chris Bellers Lead Cloud Architect

Tarah Wheeler CEO Red Queen Dynamics & Senior Fellow for Global Cyber Policy, the

Council on Foreign Relations

Adam Pridgen, PhD Head of Security, Su-Sea, Inc.



Sounil Yu CTO, Knostic; Former Chief Security Scientist, Bank of America

Josh Belford Sr Infrastructure Architect

Bob Rudis V.P. Data Science & Security Research, GreyNoise Intelligence

DJ Chateau Security Researcher


